
Premise: As the deployment of firewall and
VPN technologies has been an inevitable trend
for all big companies, broadband internet con-
nection without security puts high risks on
their computers and private data. A residen-
tial/SOHO gateway, which operates as a fire-
wall, a VPN gateway or mixture of multi-func-
tions, appears to be a strong safeguard.
Keeping your home or office secure, the
SOHO gateway must not be a bottleneck of the
network performance and should have suffi-
cient processing power available for ever-
evolving networks.

Future Systems, Inc. commissioned The
Tolly Group/TTA (Telecommunicatio-

ns Technology Association) to evaluate its
FSC2003 System on Chip (SoC) residing
in RenoGate, a Fast Ethernet firewall and
VPN appliance. 

TTA/TTG benchmarked the bi-directional
steady-state zero-loss ( 0.001%) firewall
and VPN throughput across two Fast
Ethernet interfaces when RenoGate
equipped with FSC2003 SoC operated as
a firewall or a VPN gateway respectively. 

Firewall throughput was measured for 1
and 500 firewall rules, for 10 and 100
UDP sessions when RenoGate operated in
Layer 2 or Layer 3 mode. The firewall
throughput was measured for 64-, 128-,
256-, 512-, 1,024-, 1,400- and 1,518-byte
Ethernet frame sizes generated by Spirent
Communications SmartBits SMB-600
(Testing S/W: SmartFlow 4.5) equipped
with two Fast Ethernet interfaces. 

For the IPSec VPN throughput testing,
engineers tested two different encryption
methods (3DES and SEED) for the frame
sizes of 64, 256, and 1,400 bytes.  Three
RenoGates were configured to establish
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Delivers 192 Mbps and 170 Mbps of bi-directional, zero-loss 
( 0.001%) IPSec VPN throughput for 1,400-byte frame size using 
3DES/SHA-1 and SEED/SHA-1 respectively
Achieves 100% of theoretical maximum firewall throughput (across 
two Fast Ethernet interfaces) when tested with all frame sizes in a 
scenario with up to 500 rules and 100 sessions in bridge mode
Achieves 100% or nearly 100% of theoretical maximum firewall throu-
ghput (across two Fast Ethernet interfaces) when tested with all frame 
sizes in a scenario with up to 500 rules and 100 sessions in router 
mode tested with 64-byte frames in Layer 3 mode

Test Highlights
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Source: TTA/The Tolly Group, December 2005 Figure 1

Zero-loss ( 0.001%) Aggregate VPN Throughput Across
Future Systems RenoGate in Dual-Tunnel Configuration 

As reported by SmartBits SmartFlow 4.5
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two separate VPN tunnels where a
nominal RenoGate initiated each
VPN tunnel to the other two. 

R e s u l t s

VPN: 3DES/SHA-1 & 
SEED/SHA-1 Bi-directional 
Zero-Loss Throughput
RenoGate equipped with FSC2003
SoC forwarded up to 96% of the the-
oretical maximum throughput
through dual Fast Ethernet IPSec
tunnels using the 3DES/SHA-1
scheme for the frames sizes of 64,
256 and 1,400 bytes. Engineers also
found that RenoGate forwarded up
to 85% of the theoretical maximum
throughput through dual Fast
Ethernet IPSec tunnels using
SEED/SHA-1. (See Figure 1.) 

Engineers configured three RenoGa-
tes to serve as an IPSec VPN gate-
way that uses 3DES/SHA-1 or
SEED/SHA-1 as the encryption and
authentication method. Engineers
measured the bi-directional zero-loss
( 0.001%) throughput across two
VPN tunnels with Fast Ethernet
interfaces configured as full-duplex. 

For the 3DES/SHA-1 scheme with a
dual tunnel configuration, RenoGate
equipped with FSC2003 SoC
processed the bi-directional 115.6
Mbps throughput for 64-byte, 168.8
Mbps for 256-byte, and 192.2 Mbps
for 1,400-byte frames. For the
SEED/SHA-1 scheme with a dual
tunnel configuration, RenoGate for-
warded the bi-directional 112.5
Mbps throughput for 64-byte, 146.9
Mbps for 256-byte, and 170.3 Mbps
for 1,400-byte frames.

Firewall: Layer 2/Layer 3
Bi-directional Zero-Loss
Throughput
The test results proved that
RenoGate equipped with FSC2003
SoC showed wire-speed perfor-
mance in Layer 2 and Layer 3 fire-
wall mode for most test cases. 
(See Figures 2 & 3.) 

First, engineers configured

RenoGate to serve as a Layer 2
(Bridge mode) firewall mode with a
single rule or 500 rules according to
test cases. Engineers measured the
bi-directional zero-loss ( 0.001%)
throughput across a firewall with
two Fast Ethernet interfaces config-
ured as full-duplex mode. Engineers
set up the SmartBits to generate test
traffic consisting of 10/100 UDP ses-
sions according to test cases and
frame sizes of 64, 128, 256, 512,
1,024, 1,400 and 1,518 bytes. 
When handling any sizes of frames
with either a single rule or 500 rules,
the RenoGate equipped with
FSC2003 SoC delivered 200 Mbps
of zero-loss ( 0.001%) aggregate
firewall throughput for 10 and 100
UDP sessions.

Next, engineers configured the
RenoGate to run in a Layer 3
(Router mode) firewall mode with a
single rule or 500 rules according to
test cases. Engineers also measured
the bi-directional zero-loss ( 0.001
%) throughput across a firewall with
Fast Ethernet interfaces configured
as full-duplex mode. When handling
all sizes of frames except 1,518
bytes regardless of 1 or 500 rules
tested, the RenoGate delivered the
bi-directional 200 Mbps throughput
for 10 and 100 UDP sessions. When
handling 1,518-byte frames with a
single rule, the RenoGate delivered
200 Mbps of aggregate firewall
throughput for 10 UDP sessions and
198.8 Mbps for 100 UDP sessions.
When handling 1,518-bytes frames
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Zero-loss( 0.001%) Aggregate Firewall Throughput Across
Future Systems RenoGate in a Dual Fast Ethernet Interface

Configuration (Bridge Mode) 
As reported by SmartBits SmartFlow 4.5

Zero-loss( 0.001%) Aggregate Firewall Throughput Across
Future Systems RenoGate in a Dual Fast Ethernet Interface

Configuration (Router Mode) 
As reported by SmartBits SmartFlow 4.5

Source: TTA/The Tolly Group, December 2005                                                  Figure 3
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with 500 rules, the RenoGate deliv-
ered 198.8 Mbps of aggregate
throughput for both 10 and 100 UDP
sessions.

A n a l y s i s

FSC2003 SoC aims at enhancing the
performance of packet handling
functions including filtering and data
security. In order to measure easy-to-
understand capabilities of the
FSC2003 SoC, engineers tested
Future Systems', SOHO gateway
product, RenoGate equipped with
FSC2003. The test has proved that
with the help of Future Systems
FSC2003 SoC, RenoGate provides
near wire-speed throughput perfor-
mance when it is configured as a
firewall or an IPSec VPN gateway.

The RenoGate equipped with
FSC2003 SoC supports IPSec VPN
functionality. IPSec VPN gateway
enables users to establish secure
communication channels over public
IP networks. In order to gain security
over publicly open networks, it nor-
mally hides the contents of IP pack-
ets by a variety of encryption meth-
ods, and then retrieves the original
contents by decryption. Among the
encryption and authentication meth-
ods that RenoGate supports, engi-
neers performed the maximum
throughput tests for both 3DES/
SHA-1 and SEED/SHA-1 modes.

In VPN throughput tests, given that
IPSec overhead in tunnel mode is
around 50 bytes along with the new
IP header, engineers found that the
RenoGate delivered nearly 100% of
theoretical maximum IPSec VPN
throughput (across two Fast Ethernet
interfaces) for 1,400-byte frames
using 3DES/SHA-1 and SEED/
SHA-1. This impressive perfor-
mance as a SOHO appliance was
mainly due to the hard-wired 2-by-2
switching IPSec processing engine
embedded in FSC2003 SoC.
Considering that the Future Systems'
RenoGate is a residential gateway
for SOHO networks, the test results
showed that RenoGate equipped

with FSC2003 SoC would hardly be
a point of the performance bottle-
neck even with processing-intensive
applications running.

In firewall throughput tests, the
results showed that RenoGate in
"bridge mode" processed 100% of
the theoretical maximum throughput
(acceptable loss rate ( 0.001%) up
to 500 firewall rules tested for all
sizes of frames. In addition, the test
showed that the firewall throughput
was not degraded by the number of
sessions up to 100 sessions tested.

In "router mode" test, except for the
1,518-byte frame size test, the
throughput was the same as the one
in "bridge mode" for all the test
cases. The throughput from the
1,518-byte frame size test showed a
very small amount of degradation by
recording 198.8 Mbps when tested
with 1 r/100 s, 500 r/10 s and 500
r/100 s (r: rules, s: sessions)

T e s t  C o n f i g u r a t i o n
A n d  M e t h o d o l o g y

The Tolly Group/TTA tested the
FSC2003 SoC (System on Chip)
using RenoGate where FSC2003
SoC was designed for enhancing the
performance of packet filtering and
data encryption/decryption. The
RenoGate can be configured as a
firewall supporting various firewall
rules and operation modes, or an
IPSec VPN endpoint supporting typ-
ical encryption and authentication
methods such as 3DES/SHA-1 and
SEED/SHA-1.

For the firewall throughput test,
engineers separately configured the
RenoGate to operate in Layer 2
(Bridge) or Layer 3 (Router) mode
with a single and 500 firewall rules,
and with 10 and 100 UDP sessions.
In this test, two Fast Ethernet inter-
faces of the DUT were configured in
a full-duplex mode, with auto-nego-
tiation enabled. Then, they were con-
nected to the SmartBits 600 tester
equipped with LAN-3301A modules
and SmartFlow 4.50 test software.
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Product Specifications*

RenoGate Specifications
Performance features
O Up to 200 Mbps firewall throughput (bi-directional)
O 200 Mbps SEED-SHA-1/3DES-SHA-1 VPN throughput

(bi-directional)
O 10,000 concurrent sessions/20 concurrent VPN tun-

nels
Functional features
O Stateful inspection firewall

Transparent mode/Router mode/NAT support
O IPSec VPN

NAT traversal support
Certificate, preshared key-based IKE support
Split tunneling/Dead peer detection

O Active-Active high availability load balancing/fail over
support

Kernel level VPN/Firewall load balancing/fail
over support
Load balancing with external Layer2/Layer3/
Layer4 switch support
Multi-WAN VPN load balancing

O Network attack detection and prevention (Scanning,
DDoS, etc.)

O Static/dynamic routing support
O Management

Central and individual management/remote
management support
Configuration backup/roll back support
Log-based real-time monitoring

FSC2003 Specifications
O RISC-type CPU
O Internal DMA / Quad 10/100 MAC
O Internal memory controller (Max. 128 MB)
O Two USB 1.1 host controllers 
O Display controller
O Embedded 2-by-2 Switching Packet Processing

Engine
IP/Non-IP packet filtering (Stateful inspection)
NAT
Statistics information of packets

O Embedded 2-by-2 Switching IPSec Processing Engine
AH, ESP, ESP with MAC, NAT traversal support
3DES, AES, DES, SEED, MD5, SHA-1, HAS160
support

For more information contact:
Future Systems, Inc.
2F, 12F, Ace HighEnd Tower 235-2 Guro-dong Guro-gu, 
Seoul, 152-711, Korea
Phone: 82-2-6220-7732, Fax: 82-2-6220-7700 
URL: http://www.future.co.kr
* Vendor-supplied information not verified by TTA /The 
Tolly Group

Future Systems,
Inc.

RenoGate with
FSC2003 SoC

FSC2003 SoC
Firewall 
& VPN Performance Evaluation
using RenoGate

http://www.future.co.kr
http://www.future.co.kr
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Software versions tested:  RenoGate v3.0.1.6
Software status: Generally available 

For more information on this document, or other services
offered by The Tolly Group, visit our World Wide Web site at
http://www.tolly.com, send E-mail to sales@tolly.com, call
(561) 391-5610.
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protocol and service ports. Then engi-
neers verified firewall rules activated
on the RenoGate by sending sample
test traffic. The sample test traffic
consisted of accepted stream and
denied stream. The engineers sent the
both streams to the DUT and captured
the passed frames. Engineers verified
that the firewall module operated
properly and all the rules were active
by analyzing the captured frames. 

For the VPN throughput test, engi-
neers used three RenoGates to create

a two-tunnel configuration. (See
Figure 4.) Engineers sent some learn-
ing traffic to establish and to verify
the VPN tunnels before the produc-
tion test. Engineers verified the estab-
lishment of tunnels by sniffing into
the IPSec tunnels using a packet ana-
lyzer. Engineers measured the bi-
directional VPN throughput by send-
ing a single stream of UDP traffic
from each direction for both tunnels
using two different types of encryp-
tion and authentication methods.

IProject Profile

SmartBits 600

Future Systems 
RenoGate L2 Switch

Source: TTA/The Tolly Group, December2005                                                Figure 4

http://www.spirentcom.com
http://www.agilent.com
http://www.tolly.com

