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Multiservice Access Router
WAN, LAN and Wireless LAN Performance and Feature Evaluation

Premise: The complexity of network . .

appliances and the performance and Test Highlights

security demands of today’s applica- » Integrates access router, wireless access router, Layer 2/3 PoE
tions compel small- to medium- switch, firewall, VPN, DSU/CSU in one platform

businesses (SMBs) and branch office . . .

: » Achieves wire-speed bidirectional WAN throughput for packet
nhetwork mla_lgagers tol (_1e|plc]2y a device sizes of 256 bytes or greater when tested across a single T1
that consolidates multiple functions PPP link with QoS and stateful inspection firewall enabled

into a single managed platform. This » Achieves wire-speed throughput at Layer 2/3 on 24 Fast

reduces costs by simplifying the net- Ethernet ports in a full-mesh configuration
work. Such a multipurpose solution

must provide key functionality, » Delivers 23.5/5.1/23.6 Mbps of TCP throughout for 802.11a/b/g
embrace security and seamlessly wireless LANS, respectively

support Converged app"cations to » Provides toII—qu_aIity VolIP using QoS in an oversubscription
deliver the required performance. network scenario

The Tolly Group to evaluate the Zero-Loss Bidirectional Throughput Across a Single T1
Net\Vanta 1335 Multiservice PPP WAN with QoS _and Firewall Enabled

Access Router with integrated func- as Reported by Spirent SmartFlow 5.5

tionality such as modular WAN

access, 802.11a/b/g Wireless Access 100
Point (WAP), 24-port Layer 3 Power 100 100 100
over Ethernet (PoE) switch, stateful 80
inspection firewall, Quality of Service '
(QoS) and Virtual Private Networking
(VPN) in one platform. 60 1
Tests measured the zero-loss bidirec-
tional WAN throughput and VoIP call 40 1
quality across a single T1 PPP connec- '
tion with QoS and stateful inspection 20
firewall active. Engineers also meas-
ured the throughput of the 24-port 0.
64 128 256 512

Layer 2/3 switch and 802.11a/b/g WAP.

Lastly, engineers conducted Tolly Veri- 1,024 1,500
fied tests on key network and security Packet size tested (bytes)
features. Testing occurred in July 2007.

A DTRAN, Inc. commissioned

Percent of theoretical
maximum throughput

Source: The Tolly Group, July 2007 Figure 1
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Executive

Summary

The ADTRAN Net-
Vanta 1335 integrates
diverse but important
network functions into
a single platform for
SMB and enterprise
branch offices, while
providing the robust
performance neces-
sary for IP Telephony,
corporate connectivity
and Internet access.

Today’s networks are

more complex than ever and
applications are demanding
higher networking perform-
ance and stronger security.
More attention needs to be
paid to SMB and enterprise
branch offices. These
businesses require strong
security and ample perform-
ance in environments where
financial and resource issues
often exist.

Multiservice network
devices can simplify these
networks by eliminating the
need for multiple network
devices. The NetVanta 1335
eliminates as many as six
devices including access
router, WAP, Layer 2/3 PoE
switch, stateful inspection
firewall, VPN and DSU/
CSU. This can result in
visible cost savings.

For this test, Tolly Group
engineers focused on validat-
ing the performance and
functionality of the
ADTRAN NetVanta 1335.

Tests show the ADTRAN
NetVanta 1335 seamlessly
integrates as many as six key
network functions — all the
functions that are important
to SMB and enterprise
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Layer 3 Zero-loss Throughput and Latency across
24 Fast Ethernet Ports in a Full-Mesh Configuration
as Reported by Spirent SmartFlow 5.5

Latency (microseconds)

1,024 1,280 1,518

Packet size (bytes)

I Throughput —&— Latency ‘

maximum limit.

Source: The Tolly Group, August 2007

Note: Latency was measured at the traffic load of 50% of the theoretical

Figure 2

branch office workers, while
delivering ample performance and
functionality.

In the access router test, engineers
determined that the NetVanta 1335
provides 100% of the theoretical
maximum throughput for a single
T1 interface when handling packet
sizes of 256 bytes or greater with
stateful inspection firewall and
QoS enabled.

In the Layer 2/3 Fast Ethernet
switch performance test, engineers
measured wire-speed throughput
and low average latency in a 24
port, Fast Ethernet full-mesh con-

figuration for all frame sizes tested.

In a test of VOIP call quality across
the WAN connection, tests demon-
strated that the NetVanta 1335
maintained toll-quality VoIP calls
even in oversubscribed network
conditions.

In a wireless LAN test, engineers
measured TCP throughput that is
considered to be nearly the maxi-
mum for 802.11a, 802.11b and
802.11g, respectively. Engineers

ADTRAN NetVanta 1335

Unified
Wired/
Wireless ’
Multiservice |¥Foremost

CERTIFIED
Access
Router

\ /
pemE

NetVanta 1335

also generated simulated VoIP calls
over the WLAN and proved that
they were properly prioritized in
the congested wireless LAN
networks.

Lastly, the NetVanta 1335 earned
12 Tolly Verified (TV) feature
certifications for RSTP, Link
Aggregation, Power over Ethernet
(PoE) and 802.1x support.
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ZERO-LOSS
THROUGHPUT OVER
A TI1 LINK

Tolly Group engineers
measured zero-loss bidirec-
tional throughput across a
back-to-back WAN connec-
tion using a single T1 PPP
link with QoS and firewall
services active. With QoS
and stateful firewall
enabled, the NetVanta 1335
achieved 100% of the theo-
retical maximum throughput
of a single T1 PPP link for
the packet sizes of 256 bytes
or higher. This equates to 3
Mbps of aggregate through-
put. For smaller packet sizes,
reported throughput was
close to the theoretical
maximum for a single T1
interface — 96.4% and
99.6% for 64 bytes and 128
bytes, respectively. (See
Figure 1.)

This result shows that the
NetVanta 1335 WAN
performance is more than
adequate for SMB and
branch offices that com-
monly use a single T1
connection for Internet and
corporate access.

VOIP CALL QUALITY

Engineers tested the VoIP
call quality across the WAN
(T1 PPP) connection with
variable levels of back-
ground traffic, including
oversubscription. To gener-
ate a simulated VoIP call and
measure call-quality scores,
engineers used an Ixia
IXChariot VoIP module. This
tool reports estimated Mean
Opinion Scores (MOS) by
gathering the performance
statistics from the simulated
\VOoIP call. The estimated
MOS scores range from 1.0
to 4.5, with a score of 4.0 or
higher representing toll qual-
ity. In this test, the NetVanta
1335 maintained toll quality
voice by reporting 4.37 when
injecting up to 200% of the

theoretical maximum throughput
of a T1 link. (Traffic traversing a
T1 link cannot exceed 100% of
the theoretical maximum).
Without QoS, call quality
dropped to 1.0 at the 100%
background traffic load. (See
Figure 3.)

LAYER 2/ 3 ZERO-LOSS
THROUGHPUT AND
LATENCY

Engineers subjected the
NetVanta 1335 to a typical Tolly
Group Layer 2/3 performance
test. They measured the zero-loss
throughput and average

latency by pairing 24 Fast
Ethernet ports in a fully meshed
pattern for packet sizes from 64
to 1,518 bytes. The NetVanta
1335 is equipped with one GbE
uplink port, and 24 Fast Ethernet
ports; the GbE port was not used
for this test. In the throughput
test, engineers measured zero-
loss, wire-speed throughput (4.8
Gbps aggregate bidirectional
throughput) for both Layer 2 and
Layer 3 configurations. From the
latency test, engineers measured
7 ~ 28 microseconds of average
latency when processing 50% of
the theoretical maximum load.
What this means to SMB and
branch office users is that they do
not have to buy a separate Fast
Ethernet switch to serve two
dozen users. (See Figure 2.)

WIRELESS LAN
THROUGHPUT AND
VOICE OVER WLAN
(VOWLAN)

The NetVanta 1335 achieved
nearly the maximum TCP
throughput possible for the
standard 802.11a, 802.11b and
802.11g with Wi-Fi Protected
Access (WPA) security. The
NetVanta 1335 achieved
throughput of 23.6 Mbps, 5.1
Mbps and 23.5 Mbps, respec-
tively. This proves that the
integration of a wireless AP into
the wired platform does not
degrade its native throughput.
Engineers also verified that the

NETVANTA 1335

ADTRAN, Inc. TOLLY
NetVanta U“,to
1335 Spec
Multiservice CERTIFIED

Access Router
Performance and Functionality
Evaluation

Product Specifications

Vendor-supplied information not
necessarily verified by The Tolly Group

NetVanta 1335

Performance

@ Up to 8.8 Gbps non-blocking capacity

©Q 45,000 PPS routing capacity

@ 24 Fast Ethernet PoE ports

@ Copper and optical GbE port(s)

Access Router

@ Modular WAN: ADSL, Dual T1, T1,
T1+DSX-1, E1, E1+G.703, DDS and
SHDSL

@ Dial backup: Analog and ISDN

@ eBGP/iBGP, OSPF, RIP protocols

Switching

@ Spanning Tree, Rapid Spanning Tree

Q 255 active VLANS (802.1Q)

@ 802.3ad Link Aggregation

@ Layer 3 Switching up to 16 remote
networks

@ 802.3af & legacy PoE (15.4 watts/port)

Security

Q Stateful inspection firewall

@ 500 IPSec tunnels (DES/3DES/AES)

@ Access control lists (ACL)

@ RADIUS and TACACS+ authentication

VoIP Ready

@ QoS: Class-based Weighted Fair
Queuing, DiffServ Aware/Marking,
Frame Relay Fragmentation

@ CoS: Weighted Round Robin, 802.1p,
and DiffServ

@ Traffic Monitoring (NetfFlow 9)

Wi-Fi

©Q 802.11a/b/g up to 54 Mbps

Q@ WMM QoS

@ WEP and WEP2 for advanced security

For more information contact:

ADTRAN

901 Explorer Blvd.

Huntsville, AL 35806

Phone: (256) 963-8000

URL:

http://www.adtran.com/routers
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NetVanta 1335’s wireless AP
supports Wi-Fi Multimedia
(WMM) and Virtual Access
Point (VAP) technologies.
These help to control wire-
less LANS by prioritizing
high-priority traffic and
segmenting or partitioning
wireless networks.

For the Voice over Wireless
LAN test, engineers gener-
ated simulated VoIP calls
with simulated data traffic
using an IxChariot tool. This
created a congested wireless
network. Consequently, a
VoIP call with high priority
(Expedited Forwarding)
achieved a 4.36 estimated
MOS score, but the VOIP call
with low priority (Best
Effort) measured only 2.8 in
the congested scenario.

ToOLLY VERIFIED
(SWITCH FEATURES)
The NetVanta 1335 earned a

“MolP Capable Infrastruc-
ture” certification (TV

10501) from the previous test. En-
gineers verified nine different TV
certifications. (See Figure 4.)

The NetVanta 1335 was awarded
TV certifications for Rapid Span-
ning Tree Protocol (802.1w), Link
Aggregation (802.3ad), VLAN
(802.1Q), Dynamic VLAN -
GVRP, Power over Ethernet (POE)
Provider and Storm Control core
switching functions.

On the System Management and
Security front, the NetVanta 1335
was awarded TVs for User Authen-
tication via 802.1x, Secured Web
Management, and Secured Shell
(SSH) Access. Tolly Group engi-
neers also verified the device’s
VPN capabilities by establishing an
IPSec VPN tunnel (3DES/SHA-1
and AES(128)/SHA-1) in two units
in a back-to-back configuration.

TEST SETUP &
METHODOLOGY

Tolly Group engineers tested the
ADTRAN NetVanta 1335 Multis-
ervice Access Router version
15.02.00.E (Ver 16.01.00 E was

used for the zero-loss throughput
over a single T1 link test) and
Wireless Access Point version 1.0.
The NetVanta 1335 was equipped
with 24 Fast Ethernet PoE ports,
one GbE uplink combo port, one
WAP module with 802.11a/b/g dual
radios and one dual-T1 Network
Interface Module (N1M).

Tolly Group engineers used a
Spirent SmartBits chassis (SMB-
6000B), modules (LAN-3101A),
SmartFlow 5.5 and SmartWindow
9.0 for major traffic generation/
analysis and used Ixia IxChariot
6.0 for the wireless LAN test and
\oIP call generation/analysis. All
tests were run three times for 60
seconds and the results were
averaged to obtain the final
performance results.

For the zero-loss throughput over a
single T1 link, engineers connected
two NetVanta 1335 units in a back-
to-back configuration across a
simulated T1 PPP link with QoS
and stateful firewall service en-
abled. In addition to the default
firewall rules provided by the Net-

VoIP Call Quality Across a Single T1 Link with/without QoS Enabled
with 100% of Theoretical Maximum Background Traffic

as Reported by Ixia IxChariot 6.0

10,000
1,000 -
100 -

Toll quality 10 7

(4.0)

they appear to be.

Estimated MOS

Source: The Tolly Group, August 2007

Network delay
(ms)

Jitter (ms)

B No QoS B QoS

Data loss (%)

Note: Estimated MOS scores range from 1 to 4.5. A score of 4.5 represents the best call quality
measurement. The Y axis uses logarithmic scale so actual performance differences are greater than

Figure 3
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Vanta 1335, engineers added
10 more rules to the WAN
port. Engineers used Smart-
Bits SmartFlow to generate
100 symmetrical UDP flows
with a uniqgue MAC/IP ad-
dress for each and measured
the WAN throughput for
packets ranging from 64 to
1,500 bytes.

For the VoIP call-quality test,
engineers measured the
estimated MOS scores in
various network conditions.
Engineers used the Ixia
IXxChariot for VoIP call simu-
lation and for performance
measurement, and SmartBits
for background traffic across
a T1 link. The different
background traffic included
0%, 50%, 100% and 150%
of the theoretical maximum
throughput on a T1 link
using a 512-byte packet size.
Actual traffic traversing the
WAN link did not exceed
100% of the theoretical
maximum, but any back-
ground traffic over 100%
created over-subscription
scenarios and caused QoS to
drop lower priority packets
at the WAN egress port.

Engineers configured
IXChariot to generate the
VoIP packets with DSCP
tagged. They configured
IXxChariot to tag VoIP packets
for Best Effort and Expe-
dited Forwarding for the “No
QoS” and “QoS” test scenar-
i0s. The VoIP streams from
IXChariot used a G.711u
codec with default
configurations.

For the zero-loss Layer 2/3
throughput and latency test,
engineers connected the 24
Fast Ethernet ports on the
switch to the SmartBits ports
and configured the SmartBits
to generate the simulated
UDP flows in a full-mesh
pattern for the packet sizes
of 64, 128, 256, 512, 1,024,
1,280 and 1,518 bytes.

The wireless LAN test was
conducted under ideal test

conditions with no noticeable radio
interference and no distance effect.
Engineers connected one laptop to
the NetVanta 1335 wirelessly using
802.11a/b/g and the second laptop
to one of the Fast Ethernet ports on
the NetVanta 1335. Both laptops
ran IxChariot Endpoint and one of
them ran the IxChariot console.
WPA-PSK was used for the secu-
rity option throughout the test.

For the Voice over WLAN test,
engineers used IxChariot to gener-
ate multiple data/VoIP streams over
the 802.11g wireless link simulta-
neously to introduce congestion
and and measured the estimated
MOS score. They used IxChariot’s
canned “Throughput” script for
data-oriented application simula-
tion and its VoIP module to gener-
ate and analyze the simulated VoIP
streams. Bidirectional traffic
streams were generated for the
measurement.

Full test methodology details of the
various Tolly Verified certifications

NETVANTA 1335

The Tolly
Group is a
leading
global pro-
vider of
third-party
validation
services for vendors of IT
products, components
and services.

The company is based in
Boca Raton, FL and can
be reached by phone at
(561) 391-5610, or via
the Internet at:

Web:
http://www.tolly.com,

E-mail: sales@tolly.com

earned by the NetVanta 1335 can
be found at

http://www.tolly.com/TV_Home.aspx.

Source: The Tolly Group, August 2007

10501 VolIP Capable Infrastructure
Rapid Reconfiguration Spanning Tree

Embedded Web Management
10636 via Secure Sockets Layer (SSL) or
Transport Layer Security (TLS)

ADTRAN NetVanta 1335

Tolly Verified Certifications Earned

Certlflllgatlon Certification Category

LAN Switch Core

10507 Support (IEEE 802.1w) LAN Switch Core
10511 Link Aggregation (IEEE 802.3ad) LAN Switch Core
10532 VLAN Support (IEEE 802.1Q) LAN Switch Core
10836 Dynamic VLAN - GVRP Support LAN Switch Core
10639 Power over Ethernet (PoE) Provider LAN Switch Core
10853 Storm Control LAN Switch Core

System
Management

System Security

10559 User Authentication via IEEE 802.1X and User
Management
10575 Secure Shell (SSH) Remote Access System Security
and User

Note: Figure shows only features validated by The Tolly Group, not the entire
spectrum of ADTRAN NetVanta 1335 product features.

Figure 4
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Test Bed Diagram

Ixia IxChariot 802 .3af P.O\Nered
802.3af Powered i Device
Device PeE ormance 802.11a/blg w/ WPA
ndpoin Voice over WLAN
Power over X
\ Ethernet

Radius Server \ / \ /

Power over
Ethernet

EETEE ST e
/ ADTRAN ADTRAN _ :
NetVanta 1335 NetVanta 1335 Ixia IxChariot Console
and Performance
Ixia IxChariot Endpoint
Performance Endpoint / Fast Ethernet

802.1x Supplicant
Fast Ethernet

SmartBits SMB 60008
SmartBits LAN-3302A Spirent SmartFlow 5.5
Spirent SmartWindow 9.0

Source: The Tolly Group, August 2007 Figure 5

Test Equipment Summary

Vendor Product Web URL

Spirent Communications | SmartBits 6000B, SmartFlow 5.5 http://www.spirentcom.com

IXIA IXChariot 6.0 http://www.ixiacom.com

Terms of Usage

USE THIS DOCUMENT ONLY IF YOU AGREE TO THE TERMS LISTED HEREIN.

This document is provided, free-of-charge, to help you understand whether a given product, technology or service merits additional
investigation for your particular needs. Any decision to purchase must be based on your own assessment of suitability.

This evaluation was focused on illustrating specific features and/or performance of the product(s) and was conducted under controlled,
laboratory conditions and certain tests may have been tailored to reflect performance under ideal conditions; performance may vary
under real-world conditions. Users should run tests based on their own real-world scenarios to validate performance for their own net-
works. Commercially reasonable efforts were made to ensure the accuracy of the data contained herein but errors and/or oversights
can occur. In no event shall The Tolly Group be liable for damages of any kind including direct, indirect, special, incidental and conse-
quential damages which may result from the use of information contained in this document

The test/audit documented herein may also rely on various test tools the accuracy of which is beyond our control. Furthermore, the
document relies on certain representations by the sponsor that are beyond our control to verify. Among these is that the software/
hardware tested is production or production track and is, or will be, available in equivalent or better form to commercial customers.

When foreign translations exist, the English document is considered authoritative. To assure accuracy, only use documents downloaded
directly from The Tolly Group’s Web site.

All trademarks are the property of their respective owners.
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